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Context of the work
Project: INESS

AThe railways in Europe have been developed independently.

A Operating procedures and signaling systems differ.

A Accordingly, different interlocking systems have been developed.
AThis led to a strong dependence of suppliers and operators.

A As the basic functionality of interlockingsi s qui t e t he same,
c o r eidterlackings should be specifiable.

A Specific national characteristics are to be realized based on this core.
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Context of the work
Project: INESS

Project:
INESS

The European pr ojielmtdgratedeEurbpeatt Signdling\Idy S $ e mii
aims at defining and developing specifications for a new generation of interoperable
interlocking systems suitable to be integrated in ERTMS systems, with the objective
of making the migration to ERTMS more cost-effective.
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Context of the work
Workstream: Safety Case

=

Project: Workstream:
INESS Safety Case Process

e T

One part of INESS deals with the safety case process.

The aim of this Aworkstreamo 1Is to red:l
of the safety case in industry, i.e. operators as well as suppliers, by avoiding
unnecessary or redundant procedures.
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Context of the work
Task: Safety Case Process Model

Project: Workstream: Task:
INESS Safety Case Process Safety Case Process Model

One basis to achieve this goal was the development of a generic and formal model
of the safety-case related processes according to the RAMS norms
EN 5012x of CENELEC.

This contribution presents the method guiding the transformation from the natural
language documents specifying the normative safety case processes to a
representation by the formal description language
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Introduction to the 5012x-CENELEC-Standards
Overview

EUROPEAN STANDARD EN 50126
NORME E ‘
EUROPA  EUROPEAN STANDARD EN 50128 . _
% NORME BN ienoEENNE For the approval process of interlocking
EUROPAI¢ EUROPEAN STANDARD EN 50129
f A NORME EUROPEENNE systems the CENELEC norms EN 50126,
- S RoPASCHENORY e 50128 and 50129 are obligatory standards

& Rl for European countries. The norms describe

Applications fe Communication, signalling and processing systems — th e I Ife CyC I e p rocess fO r Safety re | evant

Systémes de s Safety related electronic systems for signalling
télécommunic:

PRt railway Systems that is integrated into the

s Systémes de signalisation, Telekommunikationstechnik,
N de télécommunications et de traitement - Signaltechnik und
al Systémes électroniques de sécurité Datenverarbeitungssysteme - d eve I O m e nt ro Ce SS
i pour la signalisation Sicherheitsrelevante elektronische "
& Systeme fir Signaltechnik
n
c Th E
Fi mp!
s Europea
Up-to-da
applicatic
T £ This European Standard was approved by CENELEC on 2002-12-01. CENELEC members are bound to
b, I‘” comply with m CEN CENELECI ternal Regulat oonswnm stipulate the conditions for giving this European
other fa Standard the status of a national standard without any alteration E h h h h I' h
language
I —————— ven though the norms have been publishe
?5;35 application to the Central Secretariat or to ar yCENELECm mber

Netherlal

23

mw”“”m =% and used for about 10 years now, there seem

SRIRESISSESREET time consuming difficulties that hinder
an efficient handling of the safety case process.

© 1999 CENELE(

CENELEC

European Committee for Electrotechnical Standardization
Comne Européen de Normalisation Electrotechnique
Komitee fur Normung

©2001 CENELEC -

Central Secretariat: rue de Stassart 35, B - 1050 Brussels

©2003 CENELEC - Al rights of exploitation in any form and by any means reserved worldwide for CENELEC members.

Ref. No. EN 50120:2003 E
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Introduction to the 5012x-CENELEC-Standards

EN 50126

EUROPEAN STANDARD EN 50126
NORME EUROPEENNE

EUROPAISCHE NORM September 1999

ICS 29.280; 45.020

English version

Railway applications - The specification and demonstration of
Reliability, Availability, Maintainability and Safety (RAMS)

The EN 50126 defines the terms of RAMS, their interaction and a process based
on the system lifecycle for managing RAMS.

In addition, a systematic process for specifying requirements for RAMS and
demonstrating that these requirements are achieved is defined.
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Introduction to the 5012x-CENELEC-Standards

EN 50128
N \ EN 50126
EUROPEAN STANDARD EN 50128
NORME EUROPEENNE
EUROPAISCHE NORM March 2001

ICS 20.280; 45.060.10

English version

Railway applications -
Communications, signalling and processing systems -
Software for railway control and protection systems

The EN 50128 specifies procedures and technical requirements for the development
of programmable electronic systems for usage in railway control and protection
applications, aimed at usage in any area where there are safety implications.

In contrast to the EN 50126, it is applicable exclusively to software and the interaction
between software and the system which it is part of.
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Introduction to the 5012x-CENELEC-Standards
EN 50129

DARL EN 50126
AN STANDARL EN 5012¢&

—  NORM " EUROPEAN STANDARD EN 50129
EURC NORME EUROPEENNE
EUROPAISCHE NORM February 2003
ICS 93.100 Supersedes ENV 50120:1988

English version

Railway applications —
Communication, signalling and processing systems -
Safety related electronic systems for signalling

The EN 50129 specifies those lifecycle activities which shall be completed
before the acceptance stage, followed by additional planned activities to be
carried out after the acceptance stage.

It is therefore concerned with the evidence to be presented for the acceptance of
safety-related systems and is highly related to the EN 50126.
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Introduction to the 5012x-CENELEC-Standards
The Aim

AAAAAAAAAAAAAAAA EN 50128
NORME EUROPEENNE
appli  EUROPAISCHE NORM

EN 50129
NORME EUROPEENNE
o EUROPAISCHENORM _ rebrary2003

transform
Formal Model

lelelele

nnnnnnn

CENELEC

In order to have a common understanding of the textual described content inside

the norms, a normative safety case model will be developed. For this purpose the use
of more or less formal description languages will be used with the purpose of
expressing the normative requirements user-friendly.

The Generic Safety Case Model is one basis for formulating a questionnaire used for
discussions with the suppliers and railway operators.
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A Context of the presented work
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A Context of the presented work
A Introduction to the 5012x-CENELEC Standards

A Presentation of the modelling method
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Presentation of the modelling method
Things to take into account

What tasks are to be done at all?
What is the type of these tasks?

What is the result of these tasks?

Which of the tasks can be done in parallel and
which of them have to be performed in sequence?

What are the requirements of a phase?

What are the (documented) deliverables?

What are the verification tasks to be done?
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Presentation of the modelling method
The tasks and their types

Lifecycle Phase

Phase related general tasks

Phase related RAM tasks

Phase related Safety tasks

1. Concept A Establish Scope and A Review Previously Achieved |A Review Previously Achieved
Purose é RAM Performance Safety Performance
A Define Railway Project A Consider RAM Implications | A Consider Safety Implications
Concept é
A é A é
2. System Aé Aé A é
Definiti
3. Risk Analysis | A Undertake Project related - <’K Perform System Hazard &
Risk analysis afety Risk Analysis
A Set-up 9]
A Perform Risk Assessment
é é é é

In figure 9 of the the EN 50126, for each phasq of the lifecycle, the mair

tasks are

summarized. Beside HAMS-tasks, general tasifs as representatives of gommon
Industry practice havelbeen specified.

General-tasks

RAM-tasks

v
Safety-tasks
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Presentation of the modelling method
The tasks and their types

c S.3.1 h

perform system
hazard & safety
\ risk analysis

J

safety-related to be performed first safety-task
In the 3. phase mentioned in the
(risk-analysis) risk-analysis-phase
in table 9 of 50126
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Presentation of the modelling method
The tasks and their types

Lifecycle Phase

Phase related general tasks

Phase related RAM tasks

Phase related Safety tasks

1. Concept A Establish Scope and A Review Previously Achieved |A Review Previously Achieved
Purose é RAM Performance Safety Performance
A Define Railway Project A Consider RAM Implications | A Consider Safety Implications
Concept é
A é A é
2. System Aé Aé A é
Definiti
3. Risk Analysis<¢ Undertake Project related - A Perform System Hazard &
~Risk analysis Safety Risk Analysis
A Set-up Hazard Log
A Perform Risk Assessment
e é é é

In figure 9 of the the EN 50126, for each phasq of the lifecycle, the mair

tasks are

summarized. Beside HAMS-tasks, general tasifs as representatives of gommon
Industry practice havelbeen specified.

General-tasks
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v
Safety-tasks
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Presentation of the modelling method
The tasks and their types

c G.3.1 h

undertake
project related
risk analysis
\_ y

J
general task to be performed first general-task
In the 3. phase mentioned in the
(risk-analysis) risk-analysis-phase

in table 9 of 50126
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Presentation of the modelling method
Things to take into account

What tasks are to be done at all?
What is the type of these tasks?

What is the result of these tasks?

Which of the tasks can be done in parallel and
which of them have to be performed in sequence?

What are the requirements of a phase?

What are the (documented) deliverables?

What are the verification tasks to be done?
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Presentation of the modelling method
The Result of the tasks

5.3.1 System
Perform system hazards and
hazard & safety risk identified

risk analysis and analysed

G.3.1

Undertake Project related

risk analysis
completed

project related
risk analysis

After having performed the system hazard and safety analysis,
The systemds hazards and risks are i1 dert
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Presentation of the modelling method
Things to take into account

What tasks are to be done at all?
What is the type of these tasks?

What is the result of these tasks?

Which of the tasks can be done in parallel and
which of them have to be performed in sequence?

What are the requirements of a phase?

What are the (documented) deliverables?

What are the verification tasks to be done?
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Presentation of the modelling method
Dependencies of tasks

5.3.1 System 533
Perform system hazards and Perform rick 532 Hazard Log
hazard & safety risk identified assessment Set-up Hazard Log set-up

rigk analysis and analysed

G.3.1
Undertake
project related
risk analysis

Project related
risk analysis
completed

The hazard and safety risk analysis can be performed (more or less) independently
from the project related risk analysis.
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Presentation of the modelling method
Dependencies of tasks

5.3.1
Perform system
hazard & safety
risk analysis

533
Perform risk
assessment

5.3.2
Set-up Hazard Log

G.341
Undertake
project related
risk analysis

The risk assessment can only be performed after the hazard and safety risk analysis.
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Presentation of the modelling method
Things to take into account

What tasks are to be done at all?
What is the type of these tasks?

What is the result of these tasks?

Which of the tasks can be done in parallel and
which of them have to be performed in sequence?

What are the requirements of a phase?

What are the (documented) deliverables?

What are the verification tasks to be done?
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Presentation of the modelling method
Requirements of tasks

6.3.3 Requirements
6.3.3.1 Requirement 1 of this phase shall be to:

a) Systematically identify and prioritize all reasonably foreseeable hazards associated with the
system in its application environment, including hazards arising from:

— system normal operation:;

3.3.2 Requirement 2 of this phase shall be to determine and classify the acceptability of the risk
associated with each identified hazard, having considered the risk in terms of any conflicts with
ilability and lifecycle cost requirements of the system.

6.3.3.3 Requirement 3 of this phase shall be to establish a Hazard Log as the basis for on-going risk
management. The Hazard Log shall be updated, whenever a change to any identified hazard
occurs or a new hazard is identified, throughout the lifecycle. Hazard Log shall include details of:

The EN 50126 lists to every phase a set of requirements.

These requirements have to be linked to the corresponding tasks.
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Presentation of the modelling method

Requirements of tasks

/ \
6.3.3.2

Requirement of this phase shall be to
determine and classify the acceptability
of the risk associated with each
identified hazard, having considered the
risk in terms of any conflicts with
availability and lifecycle cost

requirements of the JW}/

6.3.3.3

Requirement 3 of this phase shall be to establish a Hazard
Log as the basis for on-going risk management. The Hzard
Log shall be updated, whenever a change to any identified
hazard occurs or a new hazard is identified, throuhout the
lifecycle. Hazard Lod shall include details of:

a) the aim and purpose of the Hazard Log;

b) each hazardous event and contributing components;

831
Perform system
hazard & safety
risk analysis

v v

533
532
Perform risk
assessment Set-up Hazard Log

6.331
Requirement 1 of this phase shall be to:

- system normal operation;
- system fault conditions;

a) Systemalically identify and prioritize all reasonably foreseeable hazards associated with
the system in ist application environment, including hazard arising from:

b) identify the sequence of events leading to hazards;
c) evaluate the frequency of occurence of each hazard (Table 2);

G.3.1
Undertake
project related
risk analysis

31.01.2011, Folie 26
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Presentation of the modelling method
Things to take into account

What tasks are to be done at all?
What is the type of these tasks?

What is the result of these tasks?

Which of the tasks can be done in parallel and
which of them have to be performed in sequence?

What are the requirements of a phase?

What are the (documented) deliverables?

What are the verification tasks to be done?
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Presentation of the modelling method
Documentation

6.3.4 Deliverables

6.3.4.1 The results of this phase shall be documented, along with any assumptions and justifications
made during the phase.

@.4.2 The results of the risk analysis shall be recorded within the Hazard L4og__>

6.3.4.3 The deliverables from this phase form a key input to subsequent lifecycle phases.

The EN 50126 lists to every phase a set of deliverables. Some of these are
quite general, others are phase specific.

In the formal model, we concentrated on the phase specific tasks.
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Presentation of the modelling method

Documentation

6.3.3.2

Requirement of this phase shall be to
determine and classify the acceptability
of the risk associated with each
identified hazard, having considered the
risk in terms of any conflicts with
availability and lifecycle cost
requirements of the system.

6.3.3.3

Requirement 3 of this phase shall be to establish a Hazard
Log as the basis for on-going risk management. The Hzard
Log shall be updated, whenever a change to any identified
hazard occurs or a new hazard is identified, throuhout the
lifecycle. Hazard Lod shall include details of:

a) the aim and purpose of the Hazard Log;

b) each hazardous event and contributing components;

S.3.1
Perform system
hazard & safety
risk analysis

832
Set-up Hazard Log

6.3.3.1
Requirement 1 of this phase shall be ta:

- system normal operation;
- system fault conditions;

a) Systematically identify and prioritize all reasonably foreseeable hazards associated with
the system in ist application environment, including hazard arising from:

b) identify the sequence of events leading to hazards;
¢} evaluate the frequency of occurence of each hazard (Table 2);

F
G.a1
Undertake
project related
risk analysis

6.3.4.2

The resuits of the risk
analysis shall be
recorded within the
Hazard Log

Documentation |

_ | Documentation

-
L
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Presentation of the modelling method
Things to take into account

What tasks are to be done at all?
What is the type of these tasks?

What is the result of these tasks?

Which of the tasks can be done in parallel and
which of them have to be performed in sequence?

What are the requirements of a phase?

What are the (documented) deliverables?

What are the verification tasks to be done?
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Presentation of the modelling method
The verification of tasks

6.3.5 Verification
6.3.5.1 The following verification tasks shall be undertaken within this phase:

a) assessment of the adequacy of the information, and where appropriate, data and other
statistics, used as input to tasks within this phase;

b) the phase 3 deliverables shall be verified against the phase 2 deliverables;

c) assessment of the completeness of the risk assessment;

d) assessment of the risk acceptability classification;

e) assessment of the suitability of the hazard log process for the system under consideration;

f) assessment of the adequacy of the methods, tools and techniques used within the phase;

g) assessment of the competence of all personnel undertaking tasks within the phase.

6.3.5.1 Any errors or shortfall may require the re-application of some or all of the activities of one or
more previous lifecycle phases.

The EN 50126 lists to every phase a set of verification activities. These have been
included into the model.
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Presentation of the modelling method
The verification of tasks

6.3.3.3

6.3.3.2 Requirement 3 of this phase shall be to establish a Hazard
Log as the basis for on-going risk management. The Hzard
Log shall be updated, whenever a change to any identified
hazard occurs or a new hazard is identified, throuhout the
lifecycle. Hazard Lod shall include details of:

a) the aim and purpose of the Hazard Log;

b} each hazardous event and contributing components;

Requirement of this phase shall be to
determine and classify the acceptability
of the risk associated with each
identified hazard, having considered the
risk in terms of any conflicts with
availability and lifecycle cost
requirements of the system.

S.3.1
Perform system
hazard & safety
risk analysis

533
Perform risk
assassment

S5.3.2
Set-up Hazard Log

6.3.3.1 A
Requirement 1 of this phase shall be to:

a) Systematically identify and prioritize all reasonably foreseeable hazards associated with
the system in ist application environment, including hazard arising from:

- system normal operation;

- system fault conditions;

b} identify the sequence of events leading to hazards;
c) evaluate the frequency of occurence of each hazard (Table 2);

G331
Undertake
project related
risk analysis

6.3.4.2

The results of the risk
analysis shall be
recorded within the
Hazard Log

| /

_ | Documentation
Documentation " of Phase 3

k.

=/;\
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Presentation of the modelling method
The model for phase 3 "Risk analysis"

[Requirement 3 of this phase shall be to establish a Hazard Log as the basis for on-going risk
[management. The Hzard Log shall be updated, whenever a change to any identified hazard
loccurs or a new hazard is identified, throuhout the lifecycle. Hazard Lod shall include details of:
a) the aim and purpose of the Hazard Log;

b) each event and contributi

&) likely consequences and frequencies of the sequence of events associated with each hazard;
d) the risk of each hazard;

e} risk tolerability criteria for the application;

If) the measures taken to reduce risks to a tolerable level, or remove, the risk for each hazardous
event;

9 a process to review risk tolerability;

h) a process to review the effectiveness of risk reduction measures;

i) a process for on-going risk and accident reporting;
lj) a pracess for management of the Hazard Log;

k) the limits of any analysis carried out;

) any assumptions made during the analysis;

[m) any confidence limits applying to data used within the analysis;
In) the methods, tool and technigues used;

o) the personnel, and their competencies, invalved in the process

6.3.3.2

of this phase shall be to
determine and classify the acceptability
of the risk associated with each
identified hazard, having considered the:
risk in terms of any conflicts with
availability and lifecycle cost
requirements of the system.

—

531
Perform system
hazard & safety
risk analysis

832
Set-up Hazard Log

6.3.3.1
Requirement 1 of this phase shall be to:

a) Systematically identify and prioritize all hazards with
the system in ist application environment, including hazard arising from:

- system normal operation
- system fault conditions;

- system emergency operation;
- system misuse;

- system interfaces; e
- system functionality; A Verification
- system operation, maintenance and SUppOrt issues; {Phase 3)
- system disposal considerations;

- human factors;,

- occupational health issues;

- mechanical environment;

- electrical environment;

- natural environment to cover such matters as snow, floods, storms, rain, landslides, efc.;
b) identify the sequence of events leading to hazards;

c) evaluate the frequency of occurence of each hazard (Table 2);

) evaluate the likely severity of the consequences of each hazard (Table 3);

&) evaluate the risk to the system for each hazard.

G31

risk analysis

6.3.4.2

[ The results of the risk.
lysis shall be

recorded within the:

Hazard Log

™~ :

-

of Phase 3
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References bhetween EN 50126 and EN 50129
The Phases of the EN 50126

(o)
g Model Model Model
o | ofPhasel ! T T ' of Phase9 | ' of Phase 14
< : ! (System | !
: . Validation) | :

The EN 50126 describes the phases of the lifecycle-process and the corresponding
activities.

The EN 50129 describes the conditions that shall be satisfied and the structure of
the corresponding documents.
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References between EN 50126 and EN 50129
The Technical Safety Report

Part 6: Conclusion

Part 5: Related
Safety Cases

‘ Part 4: Technical
Safety Report
k

Part 3: Safety
Management Report

Part 2: Quality
Management Report

Part 1: Definition of System

SAFETY
CASE

| The structure of the safety case is
defined in chapter 5 of the EN 50129.

E.g. section 5.4 of EN 50129 deals with
the Technical Safety Report.
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The Technical Safety Report
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E.g. section 5.4 of EN 50129 deals with
the Technical Safety Report.

Technical University of Braunschweig

Institute for Traffic Safety ~ V l\
and Automation Engineering l

31.01.2011, Folie 37




